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AytenTHduKanus

besonacHocTe nHGOpPMATHH

I'ocynapcrBennas
uH(pOpMAaIMOHHAS CHCTEMA

Hoctyn x uadopmaruu
HoctynHocTs

3amuta wHGOpPMAITHI
OT HECAHKIIMOHHPOBAHHOTO
IOCTyTIa

3anmmaemast HHGOPMALHs

Wnentudukams

Hudopmanmonnas cucrema

HupopMaioHnsie pecypesl

HNudopmanronskie
TEXHOJIOTHH

Hudopmanus

KonTtponupyemas 30Ha

KondunenimanbHocTh

O6paboTka nepcoHaIBHBIX
JAHHBIX

TEPMHWHBI 1 OITPEAEJIEHUS

JleficTBUsT 1O TIpOBEpKE IOIJIMHHOCTH CyOBeKTa JocTymna
B HH(OPMALIHOHHOI CHCTEME

CocTossHHEe  3alIUIIEHHOCTH  HUH()OPMAIHH,
obecrieyeHbl €€  KOH()HIEHIMAIBHOCTD,
U IEIOCTHOCTE

HudopmanronHas cucrtema, co3/iaBacMas B IEeJISIX peaia3aiii
OJTHOMOYHIHA rOCYJapCTBEHHEIX OpTraHoB
u obecriedyeHus oOMena wuHpOpMaNHEH MEXITYy STHMH
OpraHaMy, a TAaKKe B HMHBEIX YCTAHOBICHHBIX (elepaTbHBIMH
3aKOHAMH IENIX '

BosmoxkHOCTE NONy4eHHs MHPOPMALIHH U ee HCIIOIb30BaAHHSI
Cocrosinve uHpOpPMAIUHM, XapAKTEPU3YEMOE CIIOCOOHOCTHIO
TEXHUYECKHX CpPeACTB H HMH(OPMAIHOHHBIX TEXHOJIOTHIA
obecneunBark OeclpensTCTBEH b JOCTyn K HH(pOpManun
cyOBEKTOB, HMEIOMMX Ha 3TO IMOTHOMOYHS

3amura wH(OpMAIMH, HANpAaBIEHHAs HAa NPeAOTBpAlleHHE
IIOJIY4ECHHs 3alidinaeMoi HMHGOpMAlUK 3aHHTEPECOBAHHBIMH
cyObeKTaMH C HapyIIEHHEM YCTAHOBICHHBIX HOPMATHBHBIMH
M TIPaBOBBIMH JOKYMCHTaMH (aKTaMH) WM 00Jiajare/issMu
HHpOpPMAIlMM TpaB WIM TNPaBHJ pPa3rPaHUYEHHs JOCTyIa
K 3alinaemMoil HHpopManuu

IPH KOTOPOM
MOCTYIHOCTH

HUudopmanus, sBISOmascs MPeIMETOM COOCTBEHHOCTH
M IOJUIeKAIlas 3alUTe B COOTBETCTBHH C TpeOOBaHHAMH
MIPaBOBBIX JOKYMEHTOB WIH TpeOOBaHUAMH,

yCTaHaBJIHBaEMbIMH COOCTBEHHMKOM HH(pOpMaInu
[Tpucsoenue cyOpexTaM U 00beKTaM JOCTYyIa HaeHTH(GHKATOpa
W (WIKM) CpaBHEHUE MPEIBIBISIEMOr0 HAECHTH(OUKATOPA
C IepPEeYHEM IIPUCBOEHHBIX HICHTH(HHKATOPOB

CoBokynHOCTS copepikanieiics B 0a3ax JaHHBIX HH(pOpMAIMH
u obecieynBaromux ee  00paboTKy  HHG(POPMAIMOHHBIX
TEXHOJIOTHH M TEXHHYECKHX CPEACTB

OtnenpHble TOKYMEHTH U OTAEIBHBIE MAacCHBBI JOKYMEHTOR,
JOKYMEHTBl M  MAacCHBBl  JOKYMEHTOB, COJepKalluecs
B HHQOpMAUMOHHEIX  cHUcTeMax (OuOimoTekax, = apxwBax,
(onmax, 6aHKax JaHHBIX, HHYOPMALMOHHBIX CHCTEMAX IPYTHX
BH/JIOB)

ITpomecchl, MeTonpl ImoucKka, cOopa, XpaHeHus, 00pabOTKH,
IPeJOCTABIECHHS, PAcIpOCTPaHeHHsS HHPOPMAIMH H CIOCOOBI
OCYIIECTBIICHHSI TAKHX IIPOIIECCOB H METOIOB

Cenenus (coobuieHus, JIaHHEIE) HE3aBHCHMO
oT (POPMBI X IPEJCTABIICHHUS
IIpocTpaHcTBO  (TEppHUTOpHsA, 3[aHWE, 4YacTh  3JaHHA),

B KOTOPOM HCKJIFOYEHO HEKOHTPOJIHMpYEMOE IpeOBIBAHHE JIMII,
HE MMEIONMX TIOCTOSAHHOTO HJIH  pPa30BOro  JOMYycKa,
U OCTOPOHHHUX TPAHCITOPTHEIX CPEICTB

O6s3aTenbHOE I7IsI BBIIOJIHEHHS JTUIIOM, TIOJTYYHBIIHAM JOCTYII
K ompeneneHHoi wuH(popManuu, TpeOOBaHHE HE IEpejaBarh
Takyro HWHpOpMarMio TpeThEM JmnaMm 0e3  corsacus
ee oOnamarens

JeiictBus (oneparuu) ¢ IMEepCOHATLHBIMHE JIAHHBIME, BKJTIOYAst
cbop, cHCTEeMaTH3alMIO, HAKOIICHWUE, XPaHEHHWE, YTOYHEHHE



Omnepartop

[lepcoHa/IbHBIE NAHHBIE

VYrposa 6e3onacHoCTH
uHpopMaLuK

VAa3BHMOCTE

IlemocTHOCTH

(oOHOBJIEHHE, M3MEHEHME), UCIIOIB30BaHNe, paclpoCcTpaHeHHe
(BTOM umcie mnepenavy), oOezMuuBaHUE, OJIOKHPOBAHHE,
YHHYTOXKCHHE TIEPCOHANBHBIX JaHHBIX

IPOKIAHAH WM  IOPHIUYECKOE JIMNO, OCYIIECTBILAIOIINE
JEITEIBHOCTh 110 3KCIIyaTalud WH(GOPMAIIMOHHON CHCTEMBI,
B TOM umciae No o6paborke uHHOOPMAUMH, COAepIKarmeiics
B ee 0a3ax JaHHBIX

Jiobass mHGOpMAIHA, OTHOCAIAACA K NpAMO HIM KOCBEHHO
OTIPEICICHHOMY HIIH OIpPeAEsieMoMy QU3NYECKOMY JIHILY
COBOKYIIHOCTH ~ yCHOBHH ®  (aKTopoB,  CO3IAOLIUX
MTOTEHIHAIBHYIO WA peansHO CYIIECTBYIOIIYIO
OIIaCHOCTB, CBA3AHHYKD  C  yTeUKoM  HH(pOpMaIH
H/WJTH HECAHKIHOHUPOBAHHBIME W/HIM  HETPEHAMEPEHHBIMA
BO3/ICHCTBUAMH Ha Hee ‘

Henocrarox (cmabocTh) IPOrpaMMHOTO
(IpOrpaMMHO-TEXHHYECKOTO) CLeCTRa HITH HH(MOPMAIHOHHOH
CHCTEMBI B IIEIOM, KOTOpBIH (KOTOpas) MOXeT OBITh
HCIOJB30BaHA  JUIA  pealu3allid  yrpo3  0Oe30macHOCTH
UH(pOpMaUH

VYerolunBocTs  HHGOPMAalMM K  HECAHKIMOHHPOBAHHOMY
WK CITydaifHOMY BO3IEHCTBHIO Ha Hee B mpouecce 00paboTku
TEXHUYECKHUMH CpeACTBaMH, pPE3yJIbTaTOM KOTOPOIO MOXKET
OBITh YHUYTOXEHNE U HCKaXKeHUe HHPOpMaIuu



OBO3HAYEHHUSA U COKPALIEHUSA

I'OCTP — TI'ocymapctBennsiii crannapt Poccuiickoii ®enepamuu

[MTonurnka — llomutaka wuHOpManuoHHOH Oe3omacHocTH [ocynapcTBEeHHOTO
OIODKETHOrO  JIOMIKOABHOTO — OOpa3oBaTeNBHOTO  YUPEKACHHS
nerckuit cax Ne 69 KOMOGHHIPOBAHHOTO BHIA [Ipumopckoro paiiona
Canxkr-IlerepOypra

I'BAOY netckmii canq Ne 69 — TocynmapcTBeHHOE OI0/PKETHOE JAOIIKOJILHOE 00pa3oBaTeIbHOE

yupexaenue nerckuit cag Ne 69 koMmOMHUpPOBaHHOTO BUA
[Ipumopckoro paiiona Cankt-IleTepbypra

®CB Poccun — OenepaneHad ciyx0a 0ezonacHocT Poccuiickoii enepanuu
OCTIK Poccun — QenepansHas cilyk0a 0 TEXHHYECKOMY H 9KCIOPTHOMY KOHTPOITIO

i‘
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1 OBIIME INOJIOXEHUSA

Hactosmas [ToMTHKA SBISETCS JOKYMEHTOM, ONPEIEIIONIM HANpaBIeHHS IeSTeIbHOCTH
B obmacth oOecrneyeHuss MHGOPMAIMOHHOW  O€30MACHOCTH, W  TPEJACTABIIET  CcOOOM
CHCTEMAaTU3HPOBAHHOE M3JI0JKEHHE IIereit ¥ 3a1a4 HHPOPMALIMOHHOM 0e30MacHOCTH, KaK OHO HIIH
HECKOJIBKO IIPaBMII, MPOLENYpP, NPaKTHYECKUX NPUEMOB U PYKOBOISIIMX MPHHIAIIOB, KOTOPHIMH
pykoBoactByetrcst I'BJIOY nerckumit cax Ne 69, a Takke OpraHM3alHOHHBIX, TEXHOJOTHYECKHAX H
IIPOLIENYPHBIX acneKkToB obecriedeHust HHGOPMAI[MOHHOM 0E30IMaCHOCTH.

[Tonoxenus  Hacrosmed  [lomMTUKH HE  pacHpoCTpaHSIOTCS Ha  obecriedyeHue
HHOOPMAIMOHHO 6€30MacCHOCTH CBEICHHU, COCTABIISIONIAX TOCYIaPCTBEHHYIO TaifHy.

OcHoBHoIi 3anaueii B o0nactu undopmannonnoit 6e3onacHocta 'BJIOY nerckwmii cax Ne 69
IPU3HACT COBEPIICHCTBOBAHME Me€p M  CcpelcTB olecmeueHus 3alluTHl  WHQOpMAIHH
uHhopMaoHHEIX pecypcoB ['BJIOY  merckoro cama Ne 69 B KOHTEKCTE pa3BHTHS
3akoHojareinscTBa Poccuiickoii @epepauuu W HOPM  peryinupoBaHus WHGOPMAIHOHHOM
JEeATENIbHOCTH B TEKYIIIX YCIOBHAX ()YHKIIMOHHPOBAHUS HH(POPMAIHOHHOTO TOJISL.

ITpu paspabotke [IoMUTHKHM YUUTHIBAIACH OCHOBHBIE TPUHIAILI CO3MAHMS CHCTEM 3AIIUTEI
UHPOPMAIlMM,  XapaKTePUCTHKH W  BO3MOXHOCTH  OPraHHM3aIOHHO-TEXHHYECKHX  Mep
¥ COBPEMEHHBIX IPOrPaMMHBIX M alllapaTHO-TIPOTPaMMHEIX CPEJICTB 3alMThl HH(POPMAIIHH.

B pamxax cBoeit neqarensHocta I'BJIOY nerckuii can Ne 69 00s3yeTcs npeApUHAMATE BCE
BO3MOKHBIE MEPHI IS 3aIUTH MH(POPMANWH OT Yrpo3 0e30MacHOCTH HH(POPMAIIHH.

TpeboBanusa wuHpOpManHOHHON O0€30MIACHOCTH, COOTBETCTBYIOT MIEISAM JEATEILHOCTH
I'BIOY netckoro caga Ne 69 u npeHazHa4deHb! U1 CHHKEHHS PHCKOB, CBSI3aHHBIX C peain3anueit
yrpo3 6e3omnacHoCTd HH(POPMALIKH.

IMomatuka poctynHa Bcem pabotHukam ['BJIOY jmerckoro cama Ne 69 u  Bcem
N0JIb30BATEIISIM €T0 PECYPCOB.

2 IEJH U 3AJAYU OBECIIEYEHUS UHO®OPMAITMOHHOM BE3OIIACHOCTH

Cy6bexThl HHPOPMANHOHHBIH 0THOIIEHHIA

CyOnexramu mpu obecnedenun uHboOpMmanuonHoi 6esomacnoctu B I'BJIOY nerckmii can
Ne69 sBasroTCS:

PabOTHHKH CTPYKTYPHBIX IOpa3JielieHuH (B TOM YHCIE YBOJIEHHBIE);

rpakaase, paboTaromye Mo J0roBopaM rpa)KJaHCKO-IIPAaBOBOTO XapaKTepa;

(usuueckue M@, NPEACTABHTENH KOHTPareHTOB B paMKaX MCIOJNHEHHs IOTOBOPHBIX
0053aTENBCTB;

¢busuueckue nuia, nogasnme obpamense B agpec ['BJIOY nerckuii cag No 69;

IOPHAMYECKHE JIMIIA, B pAMKaX HMCIOJHCHHS NOTOBOPHBIX 00A3aTENIbCTB HIH BO HCIIOIHCHHH
TpeboBaHumii co cTOPOHBI 3aKOHOIaTENbCTBA Poccuiickoit Menepanuy;

OpraHbl roCy/JapCTBEHHOMH BIACTH.

O6bexThl HHPOPMAMOHHBIX OTHOIIEHHMIA

OO6bexTaMu HHGOPMAIHOHHBIX OTHOLIEHHH SIBJISIOTCS:

nHpopmarmonnsie pecypesl ['BJIOY merckuii cag Ne 69;

rocyapcTBeHHple  MH(OpMarMOHHEIE  cHCTeMBl  OIepaTtopoM  KOTOPBIX  SIBJISETCS
I'BAOY nperckuii cax Ne 69;

npouecchl 00paboTku uH(popManuu B HHGOpMANHOHHBIX cucremax ['BJIOY nperckuii can
Ne69, undopmanmoHHbIe TEXHONOTHH, PErIaMEHTHl B IPOLEaypsl cOopa, 00paboTKH, XpaHEeHHs U
nepenayu HHGOpMAaNKy;

HHPOpPMANHOHHAA HH(QPACTPYyKTYpa, BKIIOYAIOMWIA CHCTEMBI 0OpabOTKH, XpaHEHHS
U aHain3a HHOOPMAIMHK, IPOrPaMMHEIE H [IPOrPaMMHO-AIIAPATHEIE CPEICTBA, B TOM YKCIIC KAaHAIEI
CBSI3H U TEJIEKOMMYHHKAIIHH;

CHCTEMBI M CPEJICTBA 3aIIUTEI HHQOpPMaLUH, OOBEKTH U NOMEIIEHHS, B KOTOPHIX Pa3MEIEHbI
cpezcTBa 006paboTKy HHGOPMALTH.

Iesm obecnievuenns HHPpOpMANHOHHOI 6€30MACHOCTH

OcnoBHo# nensio obecneyenus uupopmanponHoi 6e3onacaocta I'BJIOY nerckuii cag Ne 69



ABJIAIOTCS JACHCTBHS HalpaBliCHHbIE Ha JIOCTHM)KEHHE 3allUThl CyOBEKTOB HH(OPMAIHOHHEIX
OTHOLICHUH OT BO3MOYKHOTO HAHECEHMS MM MaTE€PHAIBHOI0, (PU3HYECKOr0, MOPAIILHOTO MM UHOTO
yiiepba, MOCPeICTROM CIIyYaiHOrO WM IPeJHAMEPEHHOr0 BO3AEHCTBUS HA WHO)OPMAIHIO, B TOM
qHCIIe:

obecrneueHus 0TKa30yCTOHINBOTO (OYHKIIMOHUPOBAHHUS IIPOrPaMMHBIX
U anmapatHo-mporpaMMubIx cpeacts [BIIOY perckuii cag Ne 69 u npeocraBiseMbix CEPBHUCOB;

COOMIIONIEHHsT TIPaBOBOTO pPEKMMa HCHOJIB30BAHUSA MAaCCHBOB H CpEICTB 00paboTKu
uH(pOpMaLHH;

[PEJOTBPAILEHHS peanu3aliu yrpo3 Oe30macHOCTH HHPOPMAIHH IPH  OCYNIECTBICHHH
nesrensHoctd I'BJIOY merckwmii cam Ne 69.

3agaun obecneyennss HHPpOPMALMOHHOMH (e30macHOCTH

Hoctmxenue uenei odecneuenus nHGopManuoHHOH 0€30MaCHOCTH M CBOMCTB MHGOpPMAIHH,
I'BIOY petckwmit cax Ne 69 pemaercs CIeayIOMUMHE 3a1a9aMH

3aIIUTEL OT HECAHKIHOHHPOBAHHOTO I0CTYNA K HH(POPMAIHOHHEIM PECypcam;

pasrpaHHueHHs JOCTyIa MOoJb30Barenell K HH(POPMAIHOHHBIM, alnapaTHBIM, MPOrPaMMHBIM
¥ HHBIM pecypcam;

perucTpallil M MEpUOJMYECKOr0 KOHTpoNs JedcTBHM monb3oBaTeneit mpu obOpaborke
3aIIUIAeMOoi HHGOPMAIIMH U TIEPHOIHYECKHI KOHTPOIb KOPPEKTHOCTH UX JAeHCTBHIA;

KOHTpOJIS LEJOCTHOCTH CpeIbl HCIONHEHHS IIpOrpaMM H €€ BOCCTAaHOBIIEHHE B cliydae
HapyILICHHS,

obecrieyeHuss ayTeHTU(QHKANMH ¥ HISHTHQUKANMH  [OJB30BATENeH, YYaCTBYHOIHX
B HHGOPMALIHOHHOM 0OMEHE;

obecrnieueHus UCTIPaBHOCTH MIPUMEHSEMBIX B HHPOPMAIIHOHHBIX cucTeMax
I'BIOY nerckuii canx Ne 69 cpencts 3aimuTsl HHGOPMALHH;

CBOEBPEMEHHOI'0 BBIABICHUS MCTOYHHKOB YIpo3 Oe3omacHOCTH HH(pOpManuH, NOpHYHH
H  YCIOBMH, CHOCOOCTBYIONIMX  HaHECEHHWIO ymepba  3auHTEPECOBAHHBIM  CyOBEKTaM
HMH(POPMALMOHHBIX OTHONICHHIA;

CO3J@aHHEM CIIy>KOBI MOHHTOPUHIA UM pearHpoBaHHs Ha Yrpo3bl Oe3omacHoCTH WH(pOpMAIHH
U HETaTHBHBIE MOCIIEICTBHS;

CO3JIaHHUEM YCIIOBHH /i1l MUHUMH3ALUE HAHOCHMOTO yiiepba HempaBOMEPHBIMH JICHCTBHAMH,
H yCTpaHEeHMeE IOCle/ICTRUH HapymeHus uHpopmanmonHoii 6e3onmacuHocte B ['BJIOY perckuii can
Ne 69.

Pemenne BenmenepeurcieHHbIX 3ana4 B I'BAOY nmerckmit cag Ne 69 ocymiectsisercs
HOCPEICTBOM:

y4eTa Beex MOUIekKAMMX 3aimTe HHOOPMAIHOHHBIX PECYPCOB;

XKYPHATMpPOBAaHMsA JIEHCTBHH IepcoHaNa, OCYIECTBISIOMEr0 00CIyKUBAHHE U MOTU(DHKALIHIO
IPOrPaMMHBIX U MPOTPAMMHO-AIIIAPATHBIX CPEACTB HHPOPMAIHOHHBIX CHCTEM;

perimaMeHTanMy TpoueccoB o0pabotkm uHbopmanmu, gedictBuii pabotaukoB ['BJIOY
nerckuii can Ne 69, ocymecTBISIIOIIMX JKCIUIYaTalHIO MPOrPAMMHBIX H NMPOrpaMMHO-aIIapaTHRIX
CPEJICTB, HA OCHOBE YTBEPXACHHBIX OPraHU3alMOHHO-PACIIOPSAIUTEBHEIX JOKYMEHTOB II0 3aIlHTE
HHGOPMALIHH; _

HA3HAYCHHS U TOATOTOBKOM PAaOOTHHMKOB, OTBETCTBEHHBIX 33 OPraHU3AIUIO U OCYIIECTBICHHE
MEPONPHUATHIL IO oOecrieyeHuIo nH(popManuorHoi OezonacHoctd B ['BJI0Y nmetckwuii cam Ne 69;

HaJeleHus KaxIoro pabOTHMKa MHMHHMAlbHO HEOOXOAMMEBIMH IIpaBaMH IIpH pabore
B HH(QOPMAIHOHHON HHOPACTPYKTYpPE COITACHO UX JOKHOCTHBIM OOA3aHHOCTAM;

coOmoenus: BceMH paOOTHHKAMH, SKCIUTYaTHPYIOIIHMHE H 00CTYKHBAIOIIAMH IIPOrPAMMHEIE
H IPOrpaMMHO-allaparHble  CpeAcTBA, TpeOOBaHMH  OpPraHU3AIMOHHO-PACIIOPAIHTELHBIX
JOKYMEHTOB I10 BOIIpocaM obecneueHuss HHGOpMauoHHOH 6€301macHOCTH;

IIEPCOHAIBHOM OTBETCTBECHHOCTBIO Ka)JIOT0 pabOTHHKA 3a CBOHM JCWCTBHSA, YYaCTBYIOIIErO
B paMKax CBOMX (DyHKIIMOHAIBHBIX oOs3aHHOCTEH B Ipolleccax aBTOMATH3MPOBAHHON 00paboTKH
HHGPOPMAIHH U UMEIOIIETO JOCTYI K pecypcaM HH(POPMALMOHHBIX CHCTEM;

peanmu3anuel TEXHOJIOTHYECKHX IIpomeccoB 00paboTKH WHGOpPMAIMH C HCIOJIB30BAHHEM
KOMIIJIEKCOB ~ OPraHM3allMOHHO-TEXHMYECKMX Mep 3alllUThl [porpaMMHOro  obecrnedeHus,



IpOrpaMMHO-aIIaPaTHBIX CPEICTB;

TPUHATHS MEp M0 o0ecledeHHI0 (GHU3MYECKOH LEIOCTHOCTH MPOrPaMMHO-AMIAPATHBIX
CpelcTB MHGOPMANMOHHBIX CHCTEM W TOJUIePKaHHEM HEOOXOMMMOro YpPOBHS 3allMIIEHHOCTH
KOMITOHEHTOR;

HCIIONB30BAHUs NPOrPaMMHBIX H [IPOrpaMMHO-ANINAPATHBIX CPEICTB 3allUTHl MHMOpMAIUH
obpabateiBaeMoM B I'BJIOY nerckumit cam Ne 69 ¥ agMUHECTpaTHBHOH IOZINEPXKKOM HX
HCTIOb30BAHUS;

KOHTPOJIA  COONIOJIEHHS]  IOJb30BATESIMA  HMH(GOPMAIMOHHBEIX  CHCTeM  TpeboBaHMit
110 obecneueHnIo HHPOPMAIMOHHOM O€30I1aCHOCTH;

IPOBECHHA aHaIH3a PYEKTUBHOCTH IPUHATHIX MEP 3aIMTH HHPOPMAIHH U TPHMEHIEMBIX
cpencTs 3amuThl HHGopmanuu B IBIIOY nerckwmit can Ne 69;

pa3spabOTKH H pealM3alM{ NPEJIOKEHHH [0 COBEPHICHCTBOBAHUIO CHCTEM 3all[ATHI
uHpopmanuu B [BJIOY nerckuii cag Ne 69.

3 TPMHOUILI OBECIEYEHUA HHO®OPMAIIMOHHOM BEE3OIMMACHOCTH

O6ecneuenne HHGOPMAIMOHHOH 0E30IMACHOCTH, JOJDKHO OCINECTBIATHCS B COOTBETCTBHH
€O CIIEAYIOLUIUMHI OCHOBHBIMH MIPHHIUIIAMH '

IIpuHIMD 32aKOHHOCTH

[Ipn BBIOOpE MeponpuATHH MO 3ammTe WH)OPMAIWH, JOJDKHO COOJIFOIATHCS AEHCTBYIOIEE
3aKkoHoaTenbcTBO Poccuiickoit @enepanuu B chepe 3amuThl HHGOPMAIHH.

Bce paboTHHKH MODKHEI MMETh NpecTaBieHHe 00 OTBETCTBEHHOCTH 3a IIPaBOHAPYINECHHs
B chepe zammThl uH(popMaimu. [IporpaMmHO-anmapaTHeie cpejacTsa, npumeHsemsie B [BJOY
petckuit caj Ne 69, NOKHEI IMETE COOTBETCTBYIOIIHE JIMIEH3UH, OPUIHATBHO IIPHOOPETATLCS Y
NpeJCTaBUTENEH pa3paOOTUMKOB ITHX CPEICTB MM ABIATHCS HHTEIUICKTYAIBHOM COOCTBEHHOCTHIO
I'BIOY netckmit cax Ne 69. '

IpuHOHD cCHCTEMHOCTH :

Ilpu cosmanuu cHCTEMBI 3aIUTHI JOJDKHEI YYUTHIBATECS AKTYaJIbHBIE YIPO3bl O€30MaCHOCTH
HHpOPMAIMH, BO3MOXHbBIE OOBEKTHI W HANpPABIECHHS aTak HA HEE €O CTOPOHBI HApYLIUTEIEH.
Cucrema  3amMThl JOIDKHA CTPOUTBCSA C YYeTOM HE TOJBKO M3BECTHBIX KAHAIOB yTEUKH
MH(QOPMAIHHY, HO M € Y4eTOM BO3MOXKHOCTH TOSBJIEHHS HOBBIX YS3BHMOCTEH B IIPOrpaMMHOM
obecreyeHH .

IpuHIHD KOMIVIEKCHOCTH

KommnnekcHoe HCIIONB30BaHUE CPENCTB 3aIHTE HH(GOPMAIIMH IPEIIOIaraeT coraacoBaHHOE
NPUMEHCHHAE NPH MOCTPOCHHH IIEJIOCTHOMN CHCTEMBI 3aIlMThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE
yrpo3sl OesonacHocTd MHGpOpMAIMH. 3aliUTa JOJDKHA CTPOMTHCS DIIEIOHMPOBaHO. MDu3uyecKas
3aMIATA JOJKHA 00eCIIeynBaThCs (PH3UUECKIMH CPEICTBAMU U OPTraHU3allHOHHBIMA MEPAMH.

IIpu MOCTPOSHHH, BHEIPEHUN M SKCILTyaTal[iH CHCTEMBI 3alUTHl HHPOPMAIMH PYKOBOJCTBO
I'BIOY nerckuii cag Ne 69 obecreunBaer ycnosus it 3(bGheKTHBHON KOOPIAMHAIMK AeHCTBHI
BCEX JTHII, 00eCcTeYnBalOMKX HHPOPMAIIHOHHYIO 0€30IacHOCTE.

IIpuHOHO cBOEBPEMEHHOCTH '

Paspabotka cucTeMBl 3aluThl HHGOPMALMH JOJDKHA BECTHCH HMApaUIe]bHO C pa3paboTKOl
W MHODOPMAIIMOHHOH  CHCTEMBL. DTO TO3BONMT  y4ecTh TpeGoBaHHA OE30MACHOCTH
IpH TPOCKTHPOBAHHH aApXMTEKTYpPhl H, B KOHEYHOM cHeTe, co3iarb Oosee 3(deKTHBHBIE
UH(POPMaIHOHHEIE CHCTEMBI, 00JIa1af0LIUe JOCTATOYHEIM YPOBHEM 3aIUINEHHOCTH.

IIpunuun npeeMcTBeHHOCTH

[TocTosnHoe COBEPIICHCTBOBAHHE MEp M CPEJCTB 3alUMThl MHPOpMAMM Ha OCHOBE
NPEEMCTBEHHOCTH OPraHH3allMOHHBIX M TEXHHYECKHX DEIIeHHH, KaJpoBOTO COCTaBa, aHAJIM3a
(yHKUMOHMPOBAHHS MH(OPMANMOHHBIX CHCTEM M CHCTEMBI €€ 3allUThl C YUETOM H3MEHECHHH
B METOJAaX M CpelCTBaxX IepexBara HH(GOpMAIWH, HOPMATHBHBIX TpeOOBaHHil IO 3aImuTe
HH(pOpMAIIHH.

IIpuHEn focTaToYHOCTH

CoOTBETCTBHE YPOBHS 3aTpar Ha obecreueHue HHGOPMAIMOHHOH GE30MaCHOCTH U [IEHHOCTH
MH()OPMAIlHOHHEIX PECypCcOB HAa BEIMYMHY BO3MOXHOTO yiiepba 0T HX pasrialcHH,
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YHHYTOXEHHS U HCKaXKeHHs. KCronb3yeMble MEphl M CPEICTBA 3alUTEI HHGOPMAIMH HE JTOJDKHEI
YXy/IIIaTh SProHOMHUYECKHE OKA3aTeNH KOMIIOHCHTOB HHQOPMAIMOHHBIX CHCTEM.

IpaHIHN 0TBETCTBEHHOCTH

Bo3ioKeHre OTBETCTBEHHOCTH 3a obeciedenne GezonacHocTy HH(OpMAaIy 1 ee 00padoTKH
HA K&XIOoro paboTHMKA B Tpelenax €ro MOJHOMOYMH. B COOTBETCTBUM C ITHM IPHHIMIOM
pacnpesiefiende npaB H 00s3aHHOCTEH PabOTHHKOB CTPOHTCHA TaKHM o6pa3zoM, 4TOOBI B CiIy4ae
MO60ro HapymeHUs OBUT U3BECTEH HAPYIITHTENb.

IpuHIAN 000CHOBAHHOCTH M TEXHHYECKOH Pean3yeMoCcTH

HHbOpMAIOHHbIE TEXHOJIOTHH, MPOTPaMMHBIE H IPOrPAMMHO-ANNAPATHBIE CPEICTBA, MEPhI
3aUTEl HHQOPMAIMH JODKHBI OBITH pPeajli30BaHBI IO COBPEMEHHBIM PCINCHHAM, 000CHOBaHB!
C TOYKH 3PEHHs JOCTIKCHHS 3aaHHOTO YPOBHS 3aIMILEHHOCTH WH(OpPMAIHH B IKOHOMHYIECCKON
eIeco00pasHOCTH, a TakKe COOTBETCTBOBATH YCTAHOBICHHBIM HOpMaMm H TpeOOBaHHAM
no 6e30macHOCTH HHpOpMaIHH.

Ipuanun npodeccuoHaauzmMa

Peanmsanua Mep 3amuThl HHGOPMAIMM M JKCIUIyaTallMs CPEICTB 3aIlATEHI uHpOpMaKuA
JIOIKHA OCYIIECTBIATECS MPODEeCCHOHAIBHBIMA CIICIHATACTAMH.

[IpuBreUeHye CreniaTn3HPOBaHHBIX OpraHU3a|i K pa3paboTKe CPeJICTB U pean3aliy Mep
3amuUTHl HHPOPMAIMH, MOATOTOBICHHBIX K KOHKDETHOMY BHY JEATCIBHOCTH MO obecneueHHIO
6e30MacHOCTH HH(POPMAIMOHHBIX PECYPCOB, HMEIOMHUX OIBIT MPaKTHYCCKOH paboThl ¥ JTHOEH3HA
Ha [IPaBO OKa3aHWsA YCIYT B 3TOH 001acTH.

[pHHIMI MAHEMHA3ANAN IPHBHJIET Hif 10Jb30BaTe IeH

O6ecneyeHne moab30BaTeNei IPHUBAIETHIMYA MHHEMATBHO JOCTaTOYHSIMU JUTS BBITOTHEHUA
YIMH CBOMX JIOJDKHOCTHBIX 06s3anHOCTel B [BJIOY merckuii cax Ne 69.

4 OCHOBHBIE TPEEOBAHUS 110 3ALIIUTE HHOOPMAIINA
OIr'PAHHYEHHOI'O JOCTYIIA

Cucrema 3amuThl HHQOPMAIMH JODKHA NPENyCMaTpHBaTh KOMILIEKC OpraHM3alHOHHBIX,
IPOrPaAMMHEIX B HPOTrPAMMHO-AINAPATHRIX CPEACTB U MEp IO 3alIUTe uH(MOpPMAlLKK B mpoLecce
ee 00paboTKH.

BrinonHeHre TPeOOBAHME TOCTHTACTCS 3@ CYET peanu3allui Ha 00BeKTax nH(popMaTH3AIHH
Mep IO 3a1uTe HHPOPMALIUH:

ueHTH(GUKAIY | ayTeHTH(UKAIMH CyOBEKTOB I0CTyNa U 00BEKTOB I0CTYIa;

VIIPaBIEHHUIO TOCTYIIOM CYOBEKTOB IOCTYTA K 00BEKTaM J0CTyIa;

OrpaHHYEeHHIO IPOTPAMMHOM CPEIbI;

3alIATe MAIIHHHBIX HOCHTEEH TepCOHAIbHBIX TaHHBIX;

perucTpanyy coObITHI 6€3011aCHOCTH;

aHTHBUPYCHOM 3alIUTe;

OOHApYKEHHIO BTOPIKCHHIA;

KOHTPOIIIO (aHAIH3Y) 3aIHIIEHHOCTH MEPCOHANIBHBIX TaHHBIX;

06ecIeueHHIO LEIOCTHOCTH HH(DPOPMAIIMOHHON CHCTEMBI ¥ IEPCOHAJIBHBIX JaHHBIX;

o0ecIeYeHnIo JOCTYIIHOCTH IEPCOHAIBHBIX TAHHBIX;

3aIIMTEL CPeJIbl BUPTYAIHU3alHH;

3alUTE TEXHUYECKUX CPENICTB;

3aIUTE KHOOPMAIIHOHHO CHCTEMBI, €€ CPEMICTB, CHCTEM CBA3H M NEPEayuy TaHHbIX;

BBISIB/IEHHIO MHIIHACHTOB U PEaripoOBaHUe HA HUX;

yIpaBaeHHIO KoHGHrypaied HHQOPMAUMOHHOM CHCTEMBI M CHCTCMBI  3QIIUTBI
IIEPCOHAIBHEIX JIJAHHBIX.

I'BJIOY netckuii cax Ne 69, xak obnajarens uHpOPMAIMH OrPaHHIECHHOTO JOCTYIIA, IPH
OCYILECTBJICHHH CBOHX IIpaB 00s3aHO:

cobI0aTh paBa U 3aKOHHbIE HHTEPECH! HHBIX JIMIL;

IPMHAMATH HEOOXO/MMBIE MEPbI 10 3aIHTe HH(OPMAIIHIL;

OrpaHMYMBaTG JOCTYI K HHGOPMAlMH, €clM Takas O0S3aHHOCTH yCTaHOBJICHA
3aKoHoaaTeaLcTBOM Poccuiickoii Menepanuu.
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B Ttom umcne I'BJIOY perckmii cax Ne 69, BmnpaBe ecind WHOE He MNPeyCMOTPEHO
3aKoHOJaTenbcTBOM Poccuiickoit @eneparmim:

paspeliars Ui OrpaHHYNBaTh JOCTYII K HH(GOPMAIIUH, ONIPEICNIATE IOPAIOK U YCIOBHS TAKOI'0
JOCTYIa;

HCTIONB30BaTh HH(POPMALIKIO, B TOM YMCIIe PACIPOCTPAHATE €€, II0 CBOEMY YCMOTPEHHIO;

nepefaBath HH(GOPMALMIO JIPYTHM JIHIAM HA YCTAHOBIEHHOM 3aKOHOIATENbCTBOM
Poccuiickoii ®enepaiini 0CHOBaHUH;

3alMINATh YCTaHOBJICHHBIMH 3aKoHOAaTeNnbeTBOM Poccuiickoi denepanuu criocobamu cBOH
IpaBa B CIIy4ae HE3aKOHHOIO IOJIy4eHHMs HH(GOPMalid WIM €€ HE3aKOHHOI'0 HCHOJIb30BAHMS
HHBIMU JIUIIAMU;

OCYIIECTBIIATh WHBIE NEUCTBUS C MH(pOpManuei wid paspemarb OCYIIECTBICHHE TaKUX
JeHCTBUH, eclM 3TH JEHCTBHS HE MNpoTHBOpedar QelepaibHbIM 3aKOHaM M JIPYTHM
HOPMaTHBHO-IIPAaBOBBIM akTaM Poccuiickoii @enepanui.

3ammura uHGOpPMAIMM  OrPaHMYCHHOIO JOCTyna mpeicTaBisier coboif  mpuHsATHE
OpraHU3aIHOHHBIX H TEXHHYECKHX MEp, HAlPaBJICHHBIX Ha!

cobmoenne KOHGUAESHIIMATEHOCTH HH(pOpManuy (HCKIIOUELHe HEIpaBOMEPHOTO JOCTYIIA,
KONKPOBAaHHUS, IPEOCTABIICHUS UM PacIpOCTpaHeHUs HH(pOpMAaIIHK);

obecrniedeHne 11e70CTHOCTH HHGOpMaIiK (UCKIIIOUeHHE HEMPABOMEPHOTO YHUYTOXKESHUS
WK MOJUPULIIMPOBaHUS MH(DOPMAIHH);

‘ peanu3anuio rnpasa Ha JOCTYI K MHGOPMAIHH (MCKIIOUEHUE HETPABOMEPHOTO OIOKHPOBAHHS
HHbOpMAaLIHH).

CpencTpa 3amuThl HHGOPMALMH BHEAPSIOTCS N0 Pe3yJbTaTaM IIPOBEIEHHS OLEHKH PHCKOB
MH()OPMAIIMOHHOM 6€30MaCHOCTH.

Opranuszanus 3ammTbl HHGopMaMu

Ilpu opranmzanum B I'BJOY nperckmit cag Ne 69 3ammtel HWHGOpPMAIWH, JOJDKHBI
BBRIMONMHATECA Tpebopanus PexpepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 undopmanwuw,
HHQOPMALHOHHBIX TEXHOJOTHAX H O 3allATe WHOOPMAIMHUY», KOTOPLIC PEryIHPYIOT OTHOINECHHS,
CBA3aHHBIE C YCTAHOBJICHHEM, M3MCHEHHEM M IIPEKpalleHueM pekuMma o0paboTku 3aiuiiaeMoi
uHQopMaiuu. B ToM wumcne TpeGoBamms © 3ammTe HWHOOPMALMH, HE COCTABJIAIOIIECH
rOCYZapCTBEHHYIO TaiHy, coaepiamieiics B IoCyJapCTBEHHBIX HH()OPMAIMOHHBIX CHCTEMax
yrBepxaenHsie npukazom OCTIK Poceun ot 11.02.2013 Ne 17 «O6 yTrepxaenun TpeboBanmii o
3aliATe MHQOpMAllMM, HE COCTaBJSIOIEH TOCYJapCTBEHHYIO TaiiHy, cojep)Kameiics B
TOCYIapCTBEHHBIX HHOOPMAIIMOHHBIX CHCTEMAX ».

BI'BJIOVY nmerckmii cag Ne69 IIpumopckoro paiioHa MOMHMO peaH3allidl OCHOBHBIX MeEp
33U THl HHYOPMAIIMH OCYIIECTBIIACTCS:

peryinspHas OLEHKa M  yIpaBIeHHE pHCKaMH HMHGOpPMANMOHHONW  Oe30macHoCTH
B COOTBETCTBHH C yCTAHOBJICHHBIMH IIPOLEAypaMH B 00JIaCTH YIIPaBJICHHS PHCKAMH;

HH(POPMHUPOBAHHE, obyuenue U MIOBLIIIICHHE KBTI (DHKAIIH pabOTHHUKOB
I'BAOY nerckuii can Ne 69 B cdhepe nrdopmMaImonHoi 6€30MacHOCTH;

METOZHYECKass I[OMOIIb pabOTHHKAM B Bompocax ofecrnedeHds HHOOPMALMOHHOM
0e30macHOCTH;

aHAIIA3 U TIOMCK BO3MOXKHOCTEH 110 TOBBIIIEHHIO YPOBHS 3aIHITEHHOCTH HHYOPMAIHH.

Jlna opranmsanuu 3anmrtel uHGopmauuu, ['BJIOY nerckuit cam Ne 69 BrnpaBe HpHMEHSTH
CpEACTBA M METOAbI TEXHMYECKOH 3allluThl, NPEANPHHHMATH JPYTHE, HE IPOTHBOPEYAIIME
3aKoHOAATeabCTBY Poccuiickoit @enepaliiu, Mephl.

B pamkax ofecrnieyeHus 3amuTsl HHOPMALIHH, B paMKaX TPYAOBBIX OTHOINEHUH HEOOX0aUMO
03HAKOMHMTSH II0J] POCIIHCH PAOOTHHUKOB, JOCTYI KOTOPBHIX K MH(OPMAIIMH OTPaHUUYEHHOT0 AOCTYTIA,
HeoOX0MM /7S BEINOJTHEHUS UMM CBOMX JIOJDKHOCTHBIX 00s13aHHOCTEH, ¢ epeuHeM HH(popMaIu
orpaHu4eHHoro jocryna, W upuHiateiMH B I'BJIOY nerckuit cag Ne 69 wmepamMu 3amuTh
HHpOPMAITHH. '

OcobGennocTH 3aUTHI NEPCOHATBHBIX IAHHBIX
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Ilpn opranmsamuu obpabotku B I'BJIOY nerckmit cag No 69 mepcoHaNbHBIX JIAHHBIX
Heo0X0/IMMO PYKOBOZICTBOBaThCA TpeboBanusaMu PenepanbHoro 3akoHa or 27.07.2006 Nel52-03
«O nepcoHaTBHBIX TAHHBIX ).

IIepeuens Mep, BeIMoTHEHHE KOTOpHIX obecnieunBaer I BJIOY nmercknii cax Ne 69 B kagectse
oIeparopa MEePCOHAIBHBIX IaHHBIX, JODKEH BKITIOYATD:

HasHauenue B ['BJIOY merckmii cam Ne 69 oTBercTBeHHOro 3a oprannsaumo obpaboTku
NEePCOHATBHBIX TaHHBIX;

pa3paboTKy JOKYMEHTOB, ONpEIeSIIOIUX MPaBUia B OTHOINEHHH 00pabOTKH MEPCOHAIBHBIX
nauasix B I'BJIOY nerckmit cax Ne 69, nokanbHEIX akTOB IO BolpocaM 00paOOTKH MepCOHANIBHBIX
JTAHHBIX;

IPUMEHEHHE OpPraHM3allMOHHBIX M TEXHHYECKHX Mep mno obecneueHuro Oe30mMacHOCTH
NEPCOHANBHBIX IAHHBIX B COOTBETCTBHH cO craTheil 19 denepanpnoro 3zakona ot 27.07.2006
Ne 152-@3 «O nepcoHaNBHEBIX JaHHBIX ),

BBINIOJIHEHHE TpeOOBaHMH 110 COCTABY M COACPIKAHHIO OPTaHH3AIHOHHBIX H TEXHHYSCKHX MEp

o obecneyeHHI0 0e30MaCHOCTH NEPCOHANBHBIX JaHHBIX NPH UX 00paboTke B HHPOPMAIMOHHBIX
CHCTEMaX IE€PCOHANBHBIX JaHHBIX yTBepKOEHHBIX [Ipukazom @CTZK Poccunm ot 18.02.2013 Ne 21
«O6 yTBepXIEHHH COCTaBa M COJEP)KAHHUS OpPraHW3alMOHHBIX K TEXHUYECKHX MEp II0
obecrieyeHy0 0E30MacHOCTH NMEPCOHATBHBIX MAHHBIX NpPH HUX 00paboTke B HH(OPMAIHOHHBIX
CHCTEMaX NIEPCOHANBHBIX JaHHBIX»;
‘ OLEHKY Bpela, KOTOPHIH MOXeT OBITh NpUYHHEH CYOBbEeKTaM IEePCOHANBHBIX JIaHHBIX
B ciy4yae HapymeHus @exepanpHoro 3akoHa Ne 152-®3, cOOTHOIIEHWE YKAa3aHHOTO Bpena
U NPHHUMACMBIX ONEPAaTOPOM Mep, HalpaBJIEHHBIX Ha oOecreueHue BBITOJIHEHHs 00A3aHHOCTEH,
npeaycMoTpeHHBIX DenepanbHbM 3akoHoM Ne 152-D3;

osHakomnenue pabotHukoB I'BJIOY  nerckmit cam Ne 69, HemocpeaCTBEHHO
OCYIIECTBIIONMX 00pabOTKy I€pCOHANbHBIX JAHHBIX, C MOJOXKEHHSIMM 3aKOHO/ATelbCTRA
Poccuiickolf ®enepanuy 0 NePCOHANBHBIX MaHHBIX, B TOM 4YHCIE€ TPEeOOBAHHMAMH K 3alllUTE
NEPCOHANBHEIX JIAHHBIX, IOKYMEHTaMH, onpeaessiomumu tpebopanus ['BJIOY nerckmii cag Ne 69
B OTHONIEHWH OOpaOOTKH NMEPCOHANBLHBIX TAaHHBIX W 00ydYeHHE, IPH HEOOXOANMOCTH, YKa3aHHBIX
pabOTHUKOB.

Obecneuenne 6e30MaCHOCTH EPCOHANBHEBIX JAHHBIX JOCTUIAETCS, B YACTHOCTH:

ONMpENCICHUEM  YIPO3 W HapymuTened  O€30IacHOCTH  MEePCOHANBHBIX  JIAHHEBIX
pH BX 00paboTke B HHPOPMANMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHEIX;

ONpPENCIICHHEM YPOBHS  3aIIUINIEHHOCTH IEPCOHANLHBIX JaHHBIX B  COOTBETCTBHH
¢ TpeboBanusamu [Tocranopnenus [IpaButenscrBa Poccuiickoit ®enepanuu or 01.11.2012 Ne 1119
«O6 yTBepxkieHHH TpeOOBaHMII K 3amUTe MEPCOHANBHBIX JaHHBIX NpPH HX 06pa60TKe
B HH(QOPMAIMOHHBIX CHCTEMaX MMEPCOHATBHBIX JAHHBIX »;

IIPEMEHEHHEM MPOMIEJIINX B YCTAHOBICHHOM IOPSIKE ITPOUENYPY OLEHKH COOTBETCTBHS
CPEIICTB 3al[UThHI HH(POPMAIIHH;

OLEHKOH 3()(EeKTHBHOCTH IIPHHHMAEMBIX MEp 110 3all(UTe MEePCOHANBHBIX JAHHBIX 10 BBOJA
B 9KCIUIyaTalM0 HHQOPMAIIHOHHOH CHCTEMBI IIEPCOHAIBHBIX JaHHBIX;

BOCCTAQHOBIICHHEM IIEPCOHAIBHBIX JAAaHHBIX, BCIEICTBHE IIOTYyYCHUS HECAHKIIMOHHPOBAHHOIO
JOCTYIIa K HUM; '

YCTAaHOBJIEHHEM IpaBUl  JOCTyla K INEPCOHAIBHBIM JaHHBIM, 00pabaThiBaeMbIM
B HH(OPMAIMOHHBIX CHCTEMaX NEPCOHAIBHBIX JAHHbBIX, & TAKKE OOECIEUCHHEM PETHCTPALUH
U y4eTa BCEX IEHCTBHI, COBEPIIAEMBIX C IEPCOHATBHBIMH JAHHBEIMU B HHOPMAITHOHHBIX CHCTEMAX
IEPCOHANBHBIX JIAHHBIX;

KOHTPOJIEM 32 PHHAMAEMBEIMH MEPaMH 110 3allUTe NIEPCOHANBHBIX JAHHBIX H OIPEIEICHHOTO
YPOBHS 3allUINEHHOCTH HH(POPMAIMOHHEIX CHCTEMaX IEPCOHAIBHBIX JaHHBIX B IIPOIECCE
ee IKCIUTyaTalliy.



5 OCHOBHBIE TPEBOBAHUS K IPOIIECCAM OBECIIEYEHUS
HHO®OPMAITMOHHOM BE3OITACHOCTH

Metoaugeckoe pyKOBOJICTBO, pa3paboTKy pemieHuit 1o 3ammure HHGOpMAIMK, COTTIacOBAHHE
BEIOOPA CPEJICTB BBIYMCIUTEILHOH TEXHHKH, NPOTPAMMHBIX M MPOrPaMMHO-aNIapaTHLIX CPEJICTR
3aI0UTHl MHGOPMAIHK, OPraHU3aMI0 PadoT 0 BBIIBICHHIO BO3MOXKHOCTEH H NPENYIPEKICHUIO
YyT€UKH M CBOHCTB 3amumaeMoil HH(opManuu, arrecTanuio OOBEKTOB HWH(POpMaTH3ALUH
OCYLIECTBIISIOT KOMIIETEHTHBIE CTPYKTYpHbIe nojapasjenenus I'BJIOY nerckuii caj Ne 69.

®uznueckas 6e30MacHOCTH

[IpuHATHIE OpraHH3allHOHHBEIE W TEXHHYECKHE Mepbl Mo 3amuTe nomemenuit ['BAOY
nerckuit cax Ne 69, cepBepHOro M KOMMYTAllMOHHOTO OOOpYIOBaHUS, aBTOMAaTHU3MPOBAHHBIX
pabo4yux wMecT monp3oBaTeneii wHGopMarmuoHHBIX cuctemM ['BJIOY perckmit cam Ne 69
obecreunBaloT peaaH3anmio cIeIyIomuX Mep Io:

pasrpaHuuyeHuIo jocryna pabotrHukoB B nomemeHus ['BJIOY nerckuit cam Ne 69 B
COOTBETCTBHH C UX NOJHOMOYHSIMH U JOJDKHOCTHBEIMH 00S3aHHOCTSAMU;

perucTparuu (akToB BXoAa pabOTHUKOB B TNOMEIIEHHS B KOTOPHIX BeleTcs oOpaboTka
IIepPCOHANLHBIX JAHHEIX;

KOHTpOJIMpyeMoMy npeObpiBaHuio noctopoHHux jun B I'BJIOY perckuit cag Ne 69 B
IIOMEIIEHHS, B KOTOPBIX BeseTcs 00paboTka mH(OpMALHE OrPaHHUEHHOTO JOCTYIA U Pa3MENICHBI
anmapaTHbBIE CpeJICTBa HH)OPMAIIHOHHOU CHCTEMBI;

OpraHH3alUH PeXXHMa KOHTPOIHPYEMOT0 BHOCA/BBIHOCA Cpe/ICTB 00paboTKH HHPOpMAIIHH.

ITomemenus I'BJIOY nerckuit cag Ne 69 nomkHbl ObITh 000PYAOBAHBI OTHETYLIMTEJISMH,
CPeACTBaMHU OXPaHHO-TIOXKAPHOH CHTHAH3AIIHH.

OcHoBHOE cepBepHOE M KOMMYyTalMoHHoe obopynoanue ['BJIOY nerckmii cag Ne 69
JOOJDKHO OBITh 3alIMINEHO OT mepefoeB B Iogaue 3JIEKTPOIHEPTHH IyTEM MNOAKIIOYEHHS K
3NIEKTPOCETH ¢ NPHMEHEHHEM HCTOYHHMKOB Oeccrepe0OMHOTO MHUTaHUS W PE3EPBHOrO JIU3ENb-
regeparopa. Hcrounuku OecrepeboitHOro muTaHHS HEOOXOMUMO PEryISpHO TECTHPOBATH H
OPOBEPATH yNONHOMO4YEHHBIM pabotHukam ['BJIOY nerckumit cam Ne 69 B COOTBETCTBHH C
PEKOMEHAITUSMH TPOU3BOTUTEIS.

ITopraTuBHBIE TEXHWYECKHE CpeICTBA HE JIOJDKHBI OCTaBarhCs 3a  IpeAeiiaMH
koHTponupyeMoii 3oHBl I'BJIOY nerckmit cax Ne 69 0Ge3 KOHTpois cO CTOPOHBI pPabOTHHKOB
I'BIOY netckwmii cax Ne 69.

BezonacHocTh Ha pabouem MecTe

3ampemaercss BECTH 3allMCh [ApOJied B OTKPHITOM BHIE HAa MAaT€PHAIbHBIX HOCHTEIL,
33 HCKIIIOYEHUEM CITy4YaeB, PEerIaMEeHTHPOBAHHEIX METOIOB XPaHEHHM. ,

JIOKyMEHTBI W HOCHTENH ¢ HH(OpMalMel OrpaHHYEHHOTO JOCTYNA AOKHEI yOHpaThCs
B omeyaThiBaeMble MecTa (ceiidpl, mkadel u T.OL), IpH yxode ¢ pabodero Mecra.
Ha aBromaTu3upoBanHoM paGouem mecte [lonb3oBarens pabodas ceccus J0/DKHA OBITH IpepBaHa,
paboumii cron 3abnoxupoBaH. Bxon mosnb3oBaTenss B CHCTEMY HE JOJ/DKEH BBINOIHSITHCS
aBTOMATHYECKH.

JIOKyMeHTEI, cofepkaliie HH(GOPMalHIO OrPaHUYEHHOTO OCTYNA, MJOJUKHBI —Cpasy
H3BIMATECA W3 MEYaTalolUX YyCTpodcTB. JIng yTunmmzamuu KOHQHICHIHATBHBIX JOKYMEHTOB,
MOJDKHBI HCIONL30BAaTECA YHHYTOKHTENIH IOKYMEHTOB HE HMKe 4 YpOBHA II0 CTaHAApTy
0e30macHOCTH, IPUMEHSEMOMY K YHHUYTOXKUTEISAM JOKYMEHTOB.

Ilpy wucnonb3oBaHWMM MOOWIBHBIX TEXHHYECKHX CPEICTB HEOOXOAUMO COBIIONAaTh
JOIOTHHUTENBHEIE MEPHI 10 PErIaMEHTAllMd M KOHTPOJIO HKCIOJNB30BaHHSA B HH(OPMAIHOHHOK
CHCTEME MOOMITBHBIX TEXHUYECKHUX CPEJICTB.

Haxoxnenne mnpexcraputeneil IOpUIMYECKHX JIMIl B PaMKaX HCIIOJNHEHHS JOTOBOPHBIX
00s3aTENILCTB B IOMEIEHHSX, B KOTOPBHIX BeleTcs obOpaboTka uH(OpMAamuK OrpaHHYEHHOTO
JocTyna HHQOPMANHOHHON CHCTEMBI, BO3MOXHO TOJBKO B COMPOBOXIAeHWH paborHuka ['BJJOY
nerckuii can Ne 69 nonymensoro 10 00paboTku Takoi HHPOPMAITHH.

Pasmenienne TeXHUYECKUX CpeJCcTB BhiBoJAa MH(popManuu B nomemernusx ['BIOY nerckuii
cam Ne 69 mpomsBomMTCs C YYEeTOM MCKIIOYEHHS BO3MOXKHOCTH BH3YaJbHOTO IIPOCMOTpA



MH(pOpPMaIMKA NTOCTOPOHHHUMH JIMIAMH W paGOTHHWKAMH, He JONYyIIEHHBIM K paboTe ¢ JaHHOM
nHopmanueii.

Texnuueckme cpeicTBa [O/DKHBI pa3sMeNaThCs H XPAHUTHCS TakuM o00pasoM, 4YTOOBI
COKPATHTE BO3MOXKHBIN PHCK OBPEIKAECHNUS U YTPO3bI HECAHKITMOHHPOBAHHOTO JIOCTYTIA.,

Texnnueckoe o06cay:KUBaHHE 000PYI0BAHHES _

Texmnueckne cpencrsa ['BJIOY nerckumii cag Ne 69 JOIKHBI NPOXOINTH HA PEryIspHOiL
OCHOBE CEPBHCHOE OOCHY»HMBaHHE B COOTBETCTBHH C PEKOMEHAALMSAMH IPOH3BOJIUTENEH
obopytoBaHusl.

PemonT u cepBucHoe oOcmyxuBaHHe OOOPYIOBaHUS MOJIKHEI BBIIONHATECS TOJBKO
KBaTH(UIIMPOBAHHBIMH CIIEI[HAIHCTAMH.

Texnuueckoe obcmyxuBanue O0OOpPYHOBAaHUS CTOPOHHHUMH OpPraHH3alHAMH HE IOJDKHO
NPHBOJUTE K PACKY HapyIIeHHs KOH(PHICHIIHAIFHOCTH 3alHIIAeMOMi HHOPMALIHH.

B3aumopaeiicTBHE ¢ TPeTHHMH JTHIIAMEA

B nenax obecneuenus mHpopmanuonnoit 6ezonacuoctu ['BJIOY nerckmii cag Ne 69 mpu
B3aUMOJICHCTBHH € TPETBUMH JIMLAMH J0JDKHO BHIOTHATE CIEIYIONIHe MEPOIIPUSATHS T10:

3aKIIOYEHHIO COTJIACHHS O HEpasrJalleHHd MHQPOpPMAaLidd OrpaHWYEHHOTO JOCTYIa
IOJTYYEHHOM B X0/i€ HCIOJIHEHMS! JOTOBOPHBIX 00S3aTeIIBCTB;

OCYILECTBIICHUIO KOHTPOJIS 3a IEHCTBHUSAMH TIPEJICTABUTENCH KOHTPAareHTOB B IIpelelax
KoHTponupyemoi 30ubI ' BJIOY nerckuii cag Ne 69.

YupagJieHue ;KH3HEHHBIM IIHKJIOM HH(OPMAIHOHHBIX CHCTEM

MeponpuaThs B npolecce JKU3HEHHOTO IHKIa HHpopMaruoHHEX cucreM I'BJIOY nerckui
cam Ne 69 nmomkHbl OBIT HampaBIeHbI Ha OOECHEYEHHE 3amUThl WHPOPMAIMM TP BBOJE B
AeiCTBHE, DKCIIyaTalliy, COIPOBOXKIECHIH U MOJIEPHU3AIMH, BBIBO/A M3 SKCILIyaTallHH.

OcnoBanueM mpu paspaboTke HHGOPMAMUOHHBIX CHCTEM OJDKHBI SBISTHCS DPEIIECHUS
OPUHATEIE Ha CTagud (QOpMHpOBaHMsA TpeOoBaHMi, colepkailie TpeOOBaHHS B TOM YHCIE
IO CHCTEME 3aIIUTHI HHGOPMAIHH.

JIro6oe miaHEpyeMoe K BHEPEHHIO H3MEHEHHE HH(POPMAIIHOHHOM CHCTEMEI TIPE/IBAPUTENHHO
JOJDKHO  OBITh  NPOAHATHU3MPOBAHO HA  COBMECTHMOCTH M OTCYTCTBHE  HApyLICHHMA
paboTOCTIOCOOHOCTH CHCTEMHBIX KOMITIOHEHTOB B TOM YHCJIE CPEICTB 3allMThH HH()OpMAIWH.

PaGotsl mo MmopepHM3amuM HHMOPMALMOHHOM CHCTEMBI, B TOM YHCJIE II0 YCTAHOBKE
IPOrPaMMHOTO 00ecrieYeHus ¥ OOHOBIICHHH, TOKHEI POBOAUTHCS B Hepaboyee BpeMsl HIIA BpeMs
HavMEeHBIIIeH paboyeii Harpy3Ku.

[lpu BBIBOZE W3 OSKCITyaTalMd WH()OPMANMOHHBIX CHCTEM JOJDKHO OOGECIeYMBaThCs
TapaHTHPOBAHHOE yHaleHHe 00pabaThiBaeMOil U XpaHUMO# B HUX HHPOPMAIIHH C UCIIOIB30BAHHEM
CpPeJICTB TapaHTHPOBAHHOIO YHMYTOMXKEHHS HH(OPMAIMH WIH IMyTeM (U3MYECKOI'0 YHHUTOKEHHS
HOcHTeNeH HHpopMaIin. '

Bce nmponenypsr obecnievenns 3amutsr nHpopmammu, ycranosiensasie B I'BJI0Y nerckuii can
Ne 69 B OTHOWICHHH MH(OPMAIMOHHBIX CHCTEM, OJUKHBI BBIIONHATHCH H KOHTPOJHMPOBATHCS
OTBETCTBEHHBIMH JIMIIAMH 3a OpraHu3alyio padoT Mo 3aluTe HHGOPMALHH.

KonTpoas ocTyna K HHGOpMANHOHHBIM CHCTEMAM

Bee paborauku I'BJIOY nerckuit cag Ne 69, jonyuieHHsle K padote ¢ HHGOPMAIAOHHBIMH
CHCTEMaMH HECYT EPCOHAIBHYID OTBETCTBEHHOCTh 3a HAPYIIEHHS YCTAHOBICHHOTO MOPSIKA
06paboTku HHGOPMALHH.

VYpoBeHBL NOMHOMOYHH I0JIB30BaTels B HHpopMaruonHoi cucreme [BJIOY nerckuii cam Ne
69 momKeH onpeseNnsATbCa B COOTBETCTBHH C €0 JOJKHOCTHBIME 00S3aHHOCTSIMH.

Joctyn none3oBatenei k uHGopmarmonHbiM cucremam I'BIIOY netckwmii cam Ne 69 noinken
KOHTPOJIHMPOBATELCS 8JIMHHUCTPATOPOM HH(POPMAIHOHHOH CHCTEMBI.

OcymecTBIeHHE PEryIApHOTO KOHTPOJIS BBIIOJHEHHS OPraHM3allHOHHO-PACTIOPSIHTEIbHBIX
JIOKYMEHTOB, KacaromUXcs perjamMeHTanuu jgomycka pabotHukoB I'BJIOY merckuit cam Ne 69 k
UH(pOPMAITMOHHEIM CHCTEMAM.

Hnenmnduxanus u ayreHTHPUKATNA

Hoctyn mons3oBareneidl K MHGOPMAIMOHHBEIM CHCTEMaM JOJKEH IPEIOCTABIIATECS TOJIBKO
HIOCJIE YCIIEIIHOTO 3aBePUICHUS UACHTU(UKAIAH, ayTEHTH(DUKAITHH,
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ITonyyenne mnonp3oBaTeneM HMEHH B HH(POPMAIHOHHOM CHCTEME M MapoJisi, KOTOPEIE
obecrnieurBaroT AOCTYI K HHGOPMALHOHHON CHCTEME, T0JDKHO OCYIIECTBIISTECS 110 MPEICTABICHHIO
PYKOBOJHUTEIS CTPYKTYPHOTI'O ITOApa3AeIeHHs.

Ynpasienue 10¢Tynom

B TI'BAOY nerckuét cam Ne 69 HOMKHO OCYIIECTBIATHCSA YHPABICHHE IOCTYIOM K
MH()OPMALIHOHHON CHCTEME IIOCPEACTBOM pEalu3aldd HeoOXOINMBIX -METOJIOB, THIIOB U TIPABHII
pasrpaHHYeHHs JOCTyla MoJk30BaTensaM nHpopmarmonHoii cucremsl [ BIIOY nerckumit camg Ne 69.
B ToM uncne ofecrnedeH 3aunMINEHHBIN YyIalEHHBIA JIOCTYI CYOBEKTOB JloCTyNa K OOBEKTaM
NOCTYIIa Yepe3 BHENIHHe HH(POPMAIIMOHHO-TEIEKOMMYHUKAIIHOHHEBIE CETH.

BbezonacHocTh npu paboTe ¢ HOCHTENAMH HHPOPMALUH

PaGotuuku I'BJIOY netckuit cag Ne 69 momKkHBI HCIIONB30BATH TOJNBKO YYTEHHBIE CHEMHBIE
MallWHHBIC HOCHUTENM HH(MOPMAIMU JUIs BBIIOJHEHHS CBOMX JO/DKHOCTHBIX OOS3aHHOCTEH.
Hcnonb3oBaHue CheMHBIX MalmIMHHBIX HocHTened mHbopmarmu B I'BJIOY metckmii cax Ne 69 B
HHBIX LIEJIAX CTPOTO 3alpenieHo.

CreMHBIe MalIPHABIE HOCUTENH WHGOPMAIIMH JOJIKHEI XPAaHUTCS B OIICUATHIBAEMBIX MIKadax,
B IIOMEIIEHUAX B KOTOPBIX IIpeaycMOTpeHa 00paboTka nH(popMaLui OrpaHUYEeHHOTO JOCTYIIA.

B cnydae xpaku MM MOTEPH CHEMHOTO MAIIUHHOIO HOCHTENA HH(POPMAIHH, a TAKKE HHBIX
HHIUICHTOB, KOTOPBIE MOIYT IIPUBECTH K HApYIIEHHIO CBOWCTB MH(OpMAIUH OTPaHHICHHOTO
JOCTYIIA, JIOJKHBI IIPOBOIUTECS MEPOIIPHUSATHA IO PACCICOBAHUIO TAKUX HHITH/ICHTOB.

‘ IIpm BBIBOJIE M3 3KCIUTyaTallWH CHEMHOTO MANIMHHOTO HOCHTENS MH(OpPMAIIHH, BCE JIAHHBIE,
XpaHsIMecss Ha HEM, JOJDKHBI OBITH yAaleHbl OIpeleseHHOW KOMHCCHel 3 Yuciia paboTHHKOB,
CPECTBOM rapaHTHPOBAaHHOT'O YHUYTOXEHUS HHPOPMALHH.

@akT yHHYTOXKEHHS HHGOPMANMH Ha CHEMHOM MANIMHHOM HOCHTENE HH(pOpMaIHH
(pukcupyeTcs B aKTe 00 YHHYTOXKCHHH HWHPOPMALMH CO CHEMHOTO MAIIHHHOIO HOCHTEI
uH(popMaLun.

Perucrpanus co0brTmii

B I'BZIOY nmerckuii cag Ne 69 10J0KHA OCYIIECTBIATECS PETHCTPAMK cOOBITHI Ge30nacHOCTH
Ha BCeX KOMIOHeHTaX MH(popmammoHHBIX cucteM ['BJ[OY pmerckmit cam Ne 69, B KOTOpBIX
obpabaTbiBaeTcs 3amuiaeMas HHQOpMAaLs.

AHTHBHPYCHAS 3aIHTA

B nemsix obHapy>keHHS U yCTpaHeHUs BpeOOHOCHBIX mporpamm B I'BJIOY merckmii cax Ne 69
JOJDKHBI HCIIOIB30BaThCA CPEICTBA AHTHBHPYCHOM 3aIIHThI HHOOPMAIIHH.

O6sA3aTenbHOMY KOHTPOINIFO CPEJICTBOM aHTHBHPYCHOM 3amuThl HUHGMOPMAIHH JIOIKHA
nouiexarh obas uHpopManus (TeKcToBblie (aiinel moObIX Qopmaros, (adabl JaHHBIX,
WCHONHAEMEBIe (aliibl), HONydaeMas H IepefaBacMas IO JIOKAJIGHOM BBIMHCIHTEIBHOH CETH
B TOM 4YHCJI€ U CETIM OOILIEr0 MONB30BaHHS, a TaKke HHMOpPMAIHSA, XpaHMMas HA CHEMHBIX
MAlIMHHBIX HOCHTENIAX HHPOpMAIHH.

Ilpu ycraHoBke NPOrpaMMHOTO OOECIEUCHHS WM €ro OOHOBJIEHHST HA CEBEPHOE
000pynoBaHHE JOIKHA ABTOMATHYECKH BBINONHATHECS IPEBAPUTENbHAS IIPOBEPKA JAHHOTO
IPOTPaMMHOT0 00ECIIEYEHHs HA OTCYTCTBHE BPEIOHOCHOTO MPOTPAMMHOI0 00eCIeUeHH .

OGHornenne 6a3 curHaTyp Ui CpeJCTBa AHTHBHUPYCHOH 3amIUTHI HHGOPMALHM JOJDKHEI
OGHOBIIATHCS €XKEITHEBHO.

[TonpzoBarenn 0e3 npaB aIMHHMCTPaTOpa  HH(DOPMAIHOHHOM CHUCTEMBI
HE JIOJDKHBEI MMETE BO3MOXKHOCTE IIOJIYYEHHUS TOCTYIa K KOHOHUTYpaIliH aHTHBHPYCHOIO CpPEICTBa
3aIUTHI HIIH €r0 OTKIIIOYEHHS.

KonTpo.b 3amumeHHOCTH NMePCOHATILHBIX IAHHBIX

B memdx MCKiIOYEHHS IKCILTyaTallMHl YA3BHMOCTEH NPOrpaMMHOIO OOECI€YeHHs IOJKHBI
IPOBOJUTCS pabOTHI IO BBLIABICHHIO, AHANM3Y YA3BHMOCTEH WH()OPMAI[MOHHON CHCTEMBI
H OIIEpPaTHBHOE YCTpaHCHHE BHOBb BBISBIICHHBIX YA3BHMOCTEH. -B TOM wumcie opramusanus
KOHTPOJII YCTAaHOBKH OOHOBJIEHMS IPOTrPaMMHOTO oOecledYeHHs BKIIOYAs CPEJICTB 3allHUTHI
HH(pOPMAITHH.

Hcnoab3oBanne NporpaMMHoOro odecneyeHus



. Bwibop mporpammuoro obecneueHus juis Hpou3BoacTBeHHBIX HYKI ['BIIOY nmerckumii can
No69 nomxeH npoH3BOAMTHECA B IPHOPUTETE K OTEYECTBEHHOMY, BHeceHHOro B Emumbiii peectp
POCCHICKHMX IpOrpaMM JUisl 3JIEKTPOHHBIX BBIYMCIMTENBHBIX MAIlHH W 0a3 JaHHBIX. B ciayuae
OTCYTCTBHS aHajgora B EIMHOM peecTpe pOCCHACKHX @porpaMM JUIS  3JIEKTPOHHBIX
BBIYHCIIMTENBHBIX MAlIMH ¥ 0a3 JaHHBIX JOIycKaeTcs UCIOJB30BaTh MPOrPpaMMHOT0 obecreyeH e
HMIOPTHOTO MPOM3BO/ICTBA. .

Hcnoan3oBanne cpeacTB Kpunrorpaduyeckoii 3amursi uHGopManuu

ObGecneyenue 3amuThl MHGOPMANUH OTPaHHYSHHOTO JOCTYIA OT PacKpBITHS, MOAU(UKAIHH
M HaBA3LIBaHHMA (BBOJA JOXHOH HH(OpManuu) mpu ee nepepade (MOATOTOBKE K Iepenaye)
II0 KaHajlaM CBs3H, MMEIOLIMM BBIXOJ 3a IPEIeNibl KOHTPOJHUPYEMOH 30HBI OO€CIIeYHBACTCS
IIPUMEHEHHEM CPEJICTB KPUIITOrpadHIecKoi 3aluTh HH()OPMAIIHH.

IIprobpeTenne cpencTs kpunrorpaduyeckoit samutsl uEpopMamun 'BJI0Y nerckuii cag Ne
69 ocymiecTBIs€TCS HA OCHOBaHUH JTOTOBOPOB M KOHTPAKTOB C JIAIAMH HMEIOIMMH JEHCTBYIONIYIO
manensuro OCh Poccuum Ha ocymecTBieHHE OEATETBHOCTH IO pa3paboTke, MPOH3BOJICTBY,
PacCHpOCTPaHEHUIO ITH(POBAIBHBIX (KpHNTOrpaduueckuX) CPeaCTB, HH(POPMAIIMOHHBIX CHCTEM H
TEJICEKOMMYHHKAIIMOHHBIX ~ CHCTEM,  3allUIUEHHBIX C  MCIOJb30BaHHEM  IIM(POBATBHBIX
(kpunTorpauuecKuX) CpeICTB, BBIIOJHEHHIO pabOT, OKa3aHHWIO YCIYr B 0OiacTé mmppoBaHUS
HH(]OpMAIHH, TEXHHYECKOMY OOCITYKHBAHHIO NIH(POBAIBHEIX (KPUITOrpadHYecKHX) CpPEICTB,
HH(OPMAIHOHHEIX CHCTEM M TEJIEKOMMYHHKAIMOHHBIX CHCTEM, 3aLIMIIEHHBIX C HCIOIbE30BaHHEM
mu(poBaNbHBIX (KpUnTOrpaguyeckux) CpeacTB (3a HCKIIOYEHHEM CIyuas, €CJIH TEeXHMYEcKoe
00cIyXuBaHHE MU(PPOBAIBHBIX (KPUITOrpaQUUECKHX) CPEACTB, MHPOPMANHOHHLIX CHCTEM |
TCICKOMMYHHUKAIIMOHHBIX ~ CHCTEM, 3alIMIOIEHHBIX C  HCIONB30BaHHEM  IH(PPOBAIBHBIX
(xpunTorpa@HyYecKHux) CpEACTB, OCYIIECTBISETCA UL obecredeHHs COOCTBEHHBIX —HYXKI
IOPHINYECKOT0 JIMLA N UHAUBAAYATHHOTO peAIPHHAMATETS ).

B umensx opraEmsampmu ¥ ofecrieueHHH Iepeqadd MHQOPMAIMH 110 KaHAIaM CBS3H
C HCIOJIb30BAHUEM CPEACTB KpHNTOrpadMueckodl 3aumuThl HHGOPMAIHM, 8 TAKKE BBIIOJHEHHS
nmunensuodHbx TpeboBanuii @CH Poccun B T'BIIOY nmerckmii cagy No 69 momken ObITh co3/1aH
opras Kpunrorpaguueckoi 3aiuThL.

Iopramensie pemenuss IBAOY nerckumit cam No 69 ¢ BO3MOXKHOCTBIO JOCTyHa C ceTeit
00WIero Mmoip30BaHMUA JODKHEI B NPUOpHTETE pa3pabaThlBaThCS ¢ OpraHH3aMHEll 3alMIIEHHOIO
KaHasa rmocpeacTsoM nporokoia TLS ¢ noanepxkoi anmroputmor 'OCT 34.10.

Hcnonb3oBaHue 3JIeKTPOHHOI MOYTHI

DIeKTpOHHAs IouTa JOJKHA wHcmonb3oBarkeds B I'BJIOY nerckmii cam Ne 69 ¢ mensio
opranusanuy oOMeHa JNIEKTPOHHBLIMH COOOIIEHHSMH Mexy paboTHHKaMH H CcyOhLeKTaMu
UH(POPMAIMOHHOM 6€30MacHOCTH.

I[pu MCTIONB30BAHUH ANIEKTPOHHOM ITOUTHI 3apeNnaeTCs:

oOmen uH(popMarueit s cayxeGHOro MoJb30BaHus, a TaKKe HH(pOpMAIHeli OrpaHHYeHHOro
JIOCTYIIa; '

NPENIOCTABIICHHUE JOCTYIIA K 3JIeKTPOHHON II0YTE ¢ HCIIOIB30BAHHEM JAHHbBIX CBOEH yYETHOMH
3allUCH TPETHUM JTHIAM;

myOnuKalKsa CBOETO ClIyXeOHOro azpeca 3JIEKTPOHHOM MOYTHI B 3JEKTPOHHBIX KaTajorax,
Ha IIOMCKOBBIX MalIHHAX H [pPYTHX pecypcax cerd HHTepHeT B IENsAX, HE CBA3AHHBIX C
HCIIOJTHEHHEM CBOMX JOJDKHOCTHBIX 00SI3aHHOCTEI!;

NIOAMHKCKA TI0 3JIEKTPOHHOH IOYTE Ha pa3HYHbIe peKIaMHbIe MaTepHAIbl, JUCTHl PACCHUIKH,
SJIEKTPOHHBIE JKYypHaIbl M T.A., HE CBS3aHHBIC C BBIIOJHEHHEM IIOJIB30BATENEM JIOKHOCTHBIX
00s3aHHOCTEIH;

OTKPBITHE (3allyCK Ha BBINOJHEHHE) (ailyoB, MONYYEHHBIX MO JJICKTPOHHOM IOuTeE
WIA U3 PpecypcoB ceTd WHTepHer, 6e3 NpeABapHMTENBHOH IIPOBEPKM MX AHTHBHPYCHBIM
IPOrpaMMHBEIM O0ecIieYeHHEM.

PabGora B ceTax 00mero noJbL30BaHuA

I'BIOY nerckmit cax Ne 69 ocrasnser 3a co0oii mpaBo OJIOKHPOBATE MM OTPAHHYMBATH
noctyn pabOTHHKaM K CETAM CBA3H OOIIEro IOJB30BaHMSA, B TOM 4YHCIe ceTH MHTepHeT,
COZIEP)KAaHHE KOTOPBLIX HE MMEET OTHOMIEHHS K HCITOIHCHHIO JIOJDKHOCTHBIX 00S3aHHOCTEH, a TaKKe



.

K. UMHQOPMAlMOHHBIM pecypcaM, COJEpXKaHHe W HANpaBICHHOCTH KOTOPBIX 3allpelleHb
3aKkoHoAaTenbcTBOM Poccuiickoit Menepanuu,

Hudopmarus o nocemaeMsx padotuukamu ['BIIOY nmerckuii can Ne 69 mHOOPMAHOHHBIX
PECypcoB MPOTOKOMUPYETCA AJIA MOCIEIYIOEero aHaiM3a M, IpH HeoOXOMUMOCTH, MOXKET OLITH
NpEACTaBICHa PYKOBOAUTENAM CTPYKTYPHBIX IOIApasfeieHui, a Takxke pykosomuremo ['BIOY
nerckuit cajx Ne 69 st KOHTpOIIA. .

ITpn ucnons3oBanuu cetn UuTepHeT 3ampemnieno:

ucnonae3oBare npenocraBieHuslii ['BJIOY nerckuit cag Ne 69 noctyn B cerb MHTepHeT B
JUYHBIX LENSIX;

HCIOJIE30BaTh HECAHKIIMOHMPOBAHHBIE NIPOrpaMMHBIE U IIPOrpaMMHO-aNMapaTHbIE CPeICTRa,
HO3BOJISIONINE MOJIyYHTh HECAHKIIMOHUPOBAHHBI!A JOCTYN K ceTH MHTEpHET;

myOIMKOBaTh, 3arpyxarb M pPACHPOCTPAHATh MATEPHAIbI COIEPIKAIIHE HEJOCTOBEPHYIO
unpopmanuio o B0V netckuii cax Ne 69, a Takxe danscuduimposars cBol [P-aapec.

Pe3epBHOe KONHpOBaHHE H BOCCTAHOB/ICHHE JAHHBIX

OcymecTBieHne pe3epBHOTO KOMUPOBAHHS JIOJDKHO OCYIIECTRIISTECS IS

uHQopmamuu obpabarbiBaeMoif Ha (ailloBOM cepBepe’ M CepBEpe  IIPHIIOKEHHIA,
HH(POPMALILOHHOI CHCTEMEL,

pabovrx MecT aAMUHUCTPATOPOB HHPOPMAIIMOHHOM CHCTEMBL.

YacToTa M pexXuM pe3epBHOTO KONUPOBAHHS YCTAHABIMBAIOTCA TAKAM OOpasoM, 4TOOBI
o0ecneynTh MEHHMAJIBHYIO OTEPIO TAHHBIX U ONIEPATHBHOE BOCCTAHOBJICHHE.,

HacTpoiixa pe3epBHOIO KONMPOBAHHS W BOCCTAHOBIEHHS PECYPCOB HH(MOPMAIMOHHBIX
cucreM I'BJIOY nmerckumii cam No 69 nomkHBI IPOROIMTE YHOIHOMOYeHHEIE pabotauku B0V
nerckuii cag Ne 69.

Pe3epBHOE  KONHPOBAHHE JOMKHO OCYIIECTBIATBCS B  aBTOMATHYECKOM  PEKHEME
C TNPHUMCHEHHEM OTEYECTBEHHOIO CIENHMAIM3UPOBAHHOTO CPEICTBA PE3EPBHOTO KOIMMPOBAHHS
C JCHCTBYIOIIAM CEPTH(QUKATOM COOTBETCTBHS 10 TpeboBaHMAM Ge30macHOCTH MH(OpMAIMH
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHHS K ITPOLIECCAM YIIPABJIEHUS
VH®OPMAIIMOHHOM BE30ITACHOCTBIO

MonuTopuHr nHpoOpMAHOHHOMH 6€30ACHOCTH

Ha mocrosiHHOH OCHOBE IOIDKEH NPOBOAMTHCHA KOMIUIEKCHBIA aHanu3 (QYHKIHOHMPOBAHHS
unopmanuoHHod cucteMbl ['BJIOY nerckmit cam Ne 69 u BO3HHKAIOOWMX COOLITHIA
MH(OPMAIMOHHOH GE30I1aCHOCTH.

IIponecc MOHHTOpHHTA CHCTeMbI obecrieueHus MH(GOPMALMOHHON GE30MACHOCTH IODKEH
BKJIIOYATh B €O KOHTPOJIb OPraHH3alMOHHLIX M TEXHHYECKHX MEp M0 3ammTe WHBOPMAIHH,
aHaJK3 NapameTpoB KOHQHUTypaIllui U HACTPOHKH CPE/ICTB 3aluThl HHGOPMAIHH.

IIpy npoBeCHMA KOHTPOIBHBIX MEPOIpPHATH, CBSA3aHHBIX C ONEHKOM pealu3auu Mep
no 3amute uHpopmanuu B I'BJIOY nerckmit cax Ne 69, yrmoinnoMoYeHHblE paGOTHHKH JOTKHEI
HOPHIEPKUBATHCA CIIEAYIOUIMX IIPHHITHIIOB:

He HapyuiaTh (yHKuHOHHpOBaHue HestensHocTd [ BJIOY nerckmii cam Ne 69;

JICHCTBOBATh B COOTBETCTBHH C YTBEPXKICHHBIMH OPraHH3alHOHHO-PACTIOPSANTEIHHBIMH
nokymenramu I'BJIOY nerckwuii cag Ne 69 no 3anmre uadopManuy; 7

HE CKPBIBATh (DaKThHI BEISIBICHHBIX COOBITHM HH(OPMAIIMOHHON 0€30IaCHOCTH;

0(GOPMIIATE OTYETHI, OATBEPKIAIOIIIE BBIOIHEHHE MEPOIPHATHIA 10 3aIUTE HHOOPMAIAH.

Wupopmanusi, nomydeHHas B XoJe MPOBEIAEHHS KOHTPOJHMDPYIOIMX MEPONPHSTHI
0 JIeHCTBHSAX, COOBITHAX H MapaMeTpax, MMEIOIMX OTHONIEHHE K pEalM3allill MEp IO 3alluTe
uH(opManuK, NOMKHA KOHCOJNMAHPOBATECA W XPAHUTHCA B MECTAaX, MCKIIOYAKONIAX IMOTyYeHHE
K HEHl HECAHKIIMOHHPOBAHHOTO JA0CTYIIA.

MOHHUTOPHHT JaHHBIX O 3apETMCTPUPOBAHHBIX COOBITHAX WH(OPMALMOHHON G€30MacHOCTH
JOJDKEH NMPOBOJUTHCS, 10 BO3MOXKHOCTH, ¢ HCIIOJIB30BAHHEM CHCTEMBI MOHHTOPHHTA HHIHIEHTOB
MH(OPMAIHOHHON 0E30IIaCHOCTH MM BCTPOCHHBIX MEXAHM3MOB HACTPOHKH M ayIMTa COOBITHIA
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B -[IPOrPaMMHBIX ¥ NpPOTPAMMHO-AIIIAPATHBIX CPE/ICTBAX, HCIONB3YEMBIX B HH(OPMAIHOHHOU '
nadpactpykrype I'BIOY nerckmii can Ne 69.

Yuopagsiienue pacKkaMu

OmnpezieieHre BHYTPEHHEX TpPeOOBaHMIl 10 3alMTe MHPOPMAIMH, JODKHEI OCHOBBIBATHCS
Ha pe3ynbTaTax IpPOBEICHHs aHAM3a PHCKOB HApYIIEHHMS OCHOBHBIX CBOHCTB Oe30macHOCTH
st madopManEoHHEX pecypcos IBJOY netckmii cax Ne 69. ‘

OCHOBOI! OIEHKH PHCKOB JIOJDKHA OBITH OLIEHKA YCIIOBHH U (HaKTopoB, KOTOPBIE MOIYT CTATH
NPUYMHOM HAPYLICHHS LeTOCTHOCTH, KOH(QHICHIIMAIBHOCTH K JOCTYTIIHOCTH ISt HH(POPMaMOHHBIX
pecypcos ['BJIOY nerckwmii cang Ne 69.

Pe3y/IbTaToM MPOBEICHHS AHAIM3a PHCKOB JIOJDKEH OBITH Pa3paOOTaHHEIA KOMILIEKC Mep,
HANPABICHHBIX Ha CHIDKCHHE BO3MOXHOIO HETATHBHOIO BIHSHHA HA OCHOBHYIO JCSTEIBHOCTH
I'BJIOY nerckuii can Ne 69 1pu peanusauyy TOH WM HHOH yrpo3sl Oe30aCHOCTH uHpOPMALHH U
06ECIeUNBAIONAX B AalbHEHIIEM MOCTATOYHBIH YPOBEHb 3allMINEHHOCTH HH(POPMALMOHHBIX
cuctem I'BJIOY nmercxwmii can Ne 69.

YnpasJjieHne HHUHACHTAMH HH(OPMALMOHHO 0e3011acHOCTH

Jlnst obecredenns 3EKTHBHOTO paspelleHns HHIHICHTOB HE()OPMAMOHHOM 0e30NacHOCTH
B I'BJIOY nerckmii cam Ne 69, MUHEMH3AlHM MOTEPh H YMEHBIICHHS DHCKA BO3HHKHOBCHHA
IOBTOPHBIX MHIMACHTOB JOIKHO OCYLIECTBIIATHCS YIPABICHHE HMHIHICHTAMH uH(pOpMaLXOHHOM
Oe3omacHOCTH.

Jlnsi ynpaBieHHs WHIMAEHTAMA HH(POPMALHOHHON Ge30macHOCTH MO/DKHA OBITH CO3NaHa
ciyx0a MOHHTOPHHTA U PEarMpoBaHis Ha MHIM/IEHTH HHOPMAlMOHHOM 6€30IIaCHOCTH, KOTOpas
IOCPE/ICTBOM KOMILIEKCA CPEJCTB M MEPONpPHATHH Ui cbopa M KOHCONMAAUME HH(OpMAImH
00 MHIMIEHTAX pellaeT JaHHYI0 3aJady. B OTHOIIEHMM KaXXIOro NPOU3OIIEANICTO HHIHACHTA
pabOTHHKAMH W3 CITYXObl MOHHTODHHIA W PEarupoBaHMs HAa HMHIMACHTHl MH(OPMAIMOHHOH
6e30MacHOCTH JIO/DKEH BBITIOIHATHCS €0 aHalu3, ¥ pa3paboTka dQQEeKTHBHBIX Mep pearupoBaHuUs
Ha JTaHHBIN HHIH/IEHT.

Aynut cucremsl ofecnedennss HH(PpOPMANMOHHOI Ge30IaCHOCTH

B Ie/sX OLEHKH TEKYIero ypoBHs unbopMannonHoi 6esonaciocta [BJIOY netckuii cax Ne
69 Ha perynsIpHO# OCHOBE IOJKEH IPOBOIUTECS ayAUT HHPOPMAIMOHHO#H 0€301aCHOCTH.

BHyTpeHHHe ay/UThl JOMKHEl BRINOJNHATEC pabothukamu I'BJIOY nerckuii cax Ne 69. B
YHCIIO 334, PeIIaeMbIX NIPU IIPOBE/IEHAN BHYTPEHHHX ay/IMTOB HHQOPMALMOHHO} 6€30IacHOCTH,
BXOJAT:

c60p M aHanM3 MCXONHBIX JAHHBIX 00 OPraHM3aIMOHHOH M (YHKUMOHAIBHOH CTPYKTYype
HH(pOPMAIHOHHBIX CHCTEM, HEOGXO0IMMBIX [UIsl OLIEHKH COCTOSHMS CHCTEMBI 3AIMTHI HH(OPMAIIHH;

aHAIM3 YTBEPXKJ/IEHHBIX OPTraHHU3aLHOHHO-PACIOPAIUTEIbHBIX JTOKYMEHTOB IO 3aIuTe
HH(pOPMAIME HA IPEAMET MX HOMHOTHI ¥ 3Q(EKTHBHOCTH, a Takke (OPMUPOBAHIE PEKOMEH Il
110 MX JIOPaOOTKE MM Pa3pabOTKH HOBBIX;

obocHOBaHME (PUHAHCOBOM 3(PEKTHBHOCTH BHOBH IIPHOOPETAEMBIX CPEINCTB  3aIUTEI
uHbopMaLnH;

POBEpKa IPABHIBHOCTH BHIOOpDa W HACTPOWKH CpPEACTB  3allMTHl  MH(bOpMALWH,
hopMUpOBaHKE TIPE/TIOKEHHH 10 HCIIONB30BAHHIO HMEIOIIHXCS CPEICTB 3aMThHI HH(OPMAIIUH UL
TIOBBIIMIEHHS YPOBHS HANEKHOCTH U Ge3onacHocTy HHbopManuonHex cucteM I'BJIOY nerckuit can
Ne 69;

aHANM3 OTYETOB II0 TPOM3OIIEANIAM MHIMACHTaM HH(OPMALMOHHOH 6e30macHOCTH
H IPHHSATHIM MepaM I10 UX PaspeLLEHHMIO.

IloBBImeHHe 0CBENOMICHHOCTH PA0OTHHKOB

B paMkax OpraHM3aliM KOMIUIEKCHOrO TPOTHBOJAEHCTBHMA yrpo3aM 0e30macHOCTH
pH(opMamuy, mexomsmmuM or paborHukoB I'BJOY nerckuit cax Ne 69 nomkHa HOCTOSHHO
IOBBINIATECS HX OCBEIOMIJIEHHOCTH B OOIACTH 3aIlUThl HH(OPMAIHH.

T[oesiuenne ocsegoMitensoct paborarkos [BJIOY nercxumii can Ne 69 ocyiiecTBiseTcs:

no cymecrsyiomum B I'BJIOY nerckuit cag Ne 69 opraHH3anHOHHO-PacHOPAIMTENBHBIM
JOKyMEHTaM;

o npuMensieMeiM B [BJIOY nerckuii can Ne 69 Mepam 3ammTs! MH(OpMAIHIL;
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I10 IPaBHUIIBHOMY MCIIONB30BAHUIO CPEJICTB 3aIlUTh HHPOPMAIHH.

7 3AKJIIOYEHME

IIpn u3mMeHeHHM JEHCTBYIONIEro 3akoHomatedbcTBa Poccuiickoiit ®@enepanuu B obaactu
3aIATEl MHOOPMANHU, a TAKXKEe OpPraHH3alMOHHO-PACIOPSIUTEIBHEIX TOKYMEHTOB KoMHTeT
Hacrosmas [lomiTuka ¥ M3MEHEHWs K HEell NPUMEHSIOTCS B 4acTH, He IPOTHROpedYalneil BHOBb
HPHHHTLIM 3aKOHOJATCJIbHBIM H HHBIM HOpMaTHBHI:]]\J aKTaM, a TakKKe BHYTpEHHHM JAOKYMCHTaM
I'BJIOY nerckmii cag Ne 69.

Bce TpeboBaHus, YCTAHOBJIIEHHBIE JCHCTBYIONIMM 3aKOHOJATENbCTBOM PoccHiickoi
Qenepanuy, NOA3aKOHHBIMH aKTaMH M JIOTOBOPHBIMH OTHOIIEHHUSIMH, a Takke moaxoa I'BJIOY
nerckuil cam Ne 69 x obecredeHHIO COOTBETCTBHS ITHM TpeDOBaHUSAM JODKHBI OBITH SBHBIM
00pazoM oIpe/iesIeHbl, IOKYMEHTUPOBAHBI U MO UIEPKUBATHCS B AKTYAILHOM COCTOSIHHH.

I'BAOY nerckuii cax Ne 69 B NPHOPUTETHOM HANPABICHHUM JAOJDKEH pPaccMaTpHBATHCS
NEPEXO/ a MPOrpaMMHOro obecneueHne OTeUeCTBEHHOTO IPOU3BOIATENS, BKITIOUEHHOIO B CIMHEIH
peecTp POCCHHCKUX IPOrpaMM Ul SNICKTPOHHBIX BBIUHMCIHTENBHBIX MAMMH U 0a3 JaHHBIX. B ToM
qHcie M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOpYZOBaHHS W MpOTrpaMMHO-ammapaTHBIX
CPEJIICTB BKIIOUEHHBIX B EIMHBIA peecTp poCCHICKO# paaro3IeKTPOHHON TPOAYKIIHH.

IlepecMOTp M BHECEHME M3MeHEHHMH B HacTosAlyw [lOMMTHKY OCYIIECTBIISIOTCS
Ha MEPHOIAYECKON U BHEIIAHOBOH OCHORE.
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